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Abstract

Since the 1990s, many chaos-based ciphers have been proposed and claimed to be secure by their designers.
The designers of these ciphers usually use a set of statistical tests to manifest their security claims. It has
been indicated that the commonly used statistical tests are insufficient to evaluate the security of these
ciphers. Due to their inadequate cryptanalysis in the design stage, many of these ciphers reportedly have
shown weaknesses in relatively simple attack scenarios and were broken in subsequent publications. This
paper will investigate an evaluation methodology that appeared recently in chaos-based cryptography
literature. The inadequacy of this methodology is demonstrated by presenting attacks on ciphers that
pass this test. The attacks presented are of the same kind as those to which the suggested test is supposed
to manifest a cipher’s resistance. Hence, we concluded that the suggested test is unsuitable for showing a
cipher’s resistance to these attacks.
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1. Introduction

1.1 Security and cryptography

Security is a vital part of communication [1]. People want the messages they send to be secret and
the messages they receive to be authenticated. Services such as digital banking and online trading
were not feasible without security.

Cryptography is the main tool to provide security services such as confidentiality, integrity, and
authentication in cyberspace [2]. To attain these services primitives such as ciphers, hash functions,
message authentication codes, and digital signatures are deployed [2].
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Before modern times, cryptography was mainly an interest of political and military sectors. How-
ever, with the rise of the internet and other digital services, the need for it has become part of
everyday life.

1.2 Encryption

A fundamental problem in cryptography is to help two parties, usually named Alice and Bob, to
communicate over an insecure channel without allowing a third party who eavesdrops on the chan-
nel, usually named Eve, to read their messages, as illustrated in Figure 1. Alice, Bob, and Eve are
fictional characters originally invented to facilitate the communication of cryptographic concepts.

) x x
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Figure 1. Communication over an insecure channel: Alice sends a message, x, to Bob while Eve is eavesdropping [E].
The eavesdropping problem is solved via encryption using a cipher/cryptosystem [3]. A secret key
is selected from the cipher’s keyspace (a large set of all possible keys for the cipher) and shared
securely between Alice and Bob. At some later time, when Alice wants to send a message to Bob,
they utilize the cipher via the following steps [3]:

1. Alice encrypts the message, named plaintext, using the cipher based on the secret key to get an
unrecognizable message, named ciphertext, which is sent over the channel.

2. Upon receiving the ciphertext, Bob can invert it to the original message using the cipher and the
possessed secret key.

For ciphers that provide the required security, the ciphertext cannot be inverted to the original

message by parties that do not possess the secret key. Hence, Eve cannot extract the original message
when she catches the ciphertext due to the lack of this key. This process is illustrated in Figure 2. We
considered symmetric-key cryptosystems where the same key is used for encryption and decryption
operations as opposed to asymmetric-key cryptosystems where different keys are used.

Secure channel (

Figure 2. Symmetric-key encryption: Alice encrypts a plaintext, x, to a ciphertext, y, using a cipher and a secret key, k,
before sending it to Bob who can reverse the process to get the plaintext [3].
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1.3 Cryptanalysis

It is common to define cryptography to be the science of secure communications in the presence
of an adversary. As adversaries are the main threat in cryptography, the need to estimate ciphers’
ability to withstand their attacks is urgent.

Cryptanalysis is used to evaluate the security of cryptographic primitives [4]. It is used to break
ciphers, find their weaknesses, or display their strength. Thus, cryptanalysis has a fundamental
and continuous rule in the processes of designing cryptographic primitives. The more a cipher is
analyzed and withstands attacks, the more credibility it gains. If the intention is to attack a cipher,
then the goal could be to recover some plaintexts or even the key.

To have a cryptosystem analyzed as much as possible, it is recommended to publish its details. A
fundamental assumption in cryptography is Kerckhoffs’s principle [2, 1]. The origin of this principle

is Kerckhoffs’s 1883 essay “Cryptographie Militaire” in which he stated that [5]:

“The system must not require secrecy and
can be stolen by the enemy without causing trouble”

Lately, Shannon expressed this principle by saying: “The enemy knows the system.” Consequently,
it requires that the security of a cipher does not depend on the secrecy of its specifications, and only
the key is required to be secret. Therefore, it should be assumed that the cipher is public when its
security analysis is performed [6].

A straightforward attack on any cipher is to try the keys in its keyspace subsequently until the right
key used for encryption is found; this attack is named the brute-force attack or exhaustive key search
[3]. A large keyspace is essential to withstand this attack, however, this is a necessary, not sufficient,

condition for security. A cipher would be considered weak if there is a feasible shortcut attack.

According to the data used in attacks, they are divided mainly into the following four models [2]:

1. Ciphertext-only attack: the attacker has a set of ciphertexts.

2. Known-plaintext attack: the attacker has a set of ciphertexts and their corresponding plain-
texts.

3. Chosen-plaintext attack: the attacker has temporary access to the encryption machinery, then
he obtains the set of ciphertexts corresponding to plaintexts of his choice.

4. Chosen-ciphertext attack: the attacker has temporary access to the decryption machinery,
then he obtains the set of plaintexts corresponding to ciphertexts of his choice.

Attackers will try to break a cipher using the knowledge of its specifications and available data.

Ciphertext-only attacks are common in classical ciphers by exposing the statistical properties of ci-
phertexts. Examples of chosen-plaintext attacks and known-plaintext attacks are differential crypt-
analysis and linear cryptanalysis, respectively. The chosen-ciphertext attack scenario has particular
importance in asymmetric cryptography.

1.4 Chaos theory

Chaos theory is the study of deterministic dynamical systems that have special characteristics. These
dynamical systems have a sensitive dependence on initial conditions and possess aperiodic and

bounded orbits [7].

Examples of dynamical systems that exhibit chaotic behavior include the logistic map and the Henon
map [7]. The logistic map is a 1D difference equation given by

X1 = 1rx(1-x), for i=0,1,2,..., (1)
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where x;, the ith element in the sequence, is between 0 and 1, xy is an initial condition, and r € [0, 4]
is a parameter. As varying r, the system alternates between chaotic behavior and other more stable
behaviors. An example of a point that leads to chaotic behavior is r = 4. Figure 3 depicts two orbits
of the logistic map with r = 4 and slightly different initial conditions.
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Figure 3. Two orbits of the logistic map with r = 4 and slightly different initial conditions.

Two things can be seen in Figure 3:

1. The orbits are scattered on the interval [0, 1] with no noticed periodicity.
2. Although the initial conditions are nearby, they lead to completely different orbits.

It was noted that some properties of chaotic systems such as mixing and sensitivity resemble prop-
erties of cryptographic primitives [8]. This drew the attention of many researchers to the possibility
of using chaotic systems for building cryptographic primitives [8].

1.5 Chaos-based image encryption

As asuggested way to build cryptographic primitives, applying chaos theory to cryptography emerged
to the surface around 1990 [9, 10]. Cryptanalysis of some chaos-based ciphers was published just

after their suggestion [11, 12]. Since then, chaos-based cryptography has attracted the attention of

many physicists and engineers [13].

A popular suggested application of chaos theory to cryptography is chaos-based image encryption
where chaos-based ciphers are dedicated to images [14, 15]. Chaos-based image encryption is mainly
motivated by “the unsuitability of ciphers like the Advanced Encryption Standard (AES) for image
encryption, and that images need special treatment due to their characteristics,” however, this mo-

tivation was depreciated [16].

Due to designers’ inadequate cryptanalysis [16, 17], many of these ciphers reportedly have been
broken in subsequent publications [16]. This inadequacy is mainly embodied by the common prac-
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tice of evaluating the security of a cipher by obtaining some statistical measures of ciphertexts [16].
These measures are solely dependent on the statistics of ciphertexts, and this does not reflect the
attacker’s possible use of knowing the cipher’s details, due to Kerckhoffs’s principle, to break it [16].

1.6 Organization

In this paper, we investigate a misinterpretation of the chosen-plaintext attack model, which adds
to the inadequacy of chaos-based cryptanalysis. This misinterpretation appeared recently in some
proposals in the literature of chaos-based image encryption. We are concerned only with digital,
symmetric-key systems.

This paper is organized as follows. In Section 2, we will survey some related work. In Section 3,
an interpretation of the chosen-plaintext attack model from chaos-based cryptography literature is
presented. Then, as a demonstration, we will present attacks on ciphers in Sections 4 and 5. Finally,
Section 6 concludes the paper.

2. Related work

2.1 Proposals and their cryptanalysis

Many proposals of chaos-based cryptographic primitives have appeared in the literature over the
recent decades. These primitives include stream ciphers, block ciphers, hash functions, and some
examples of public-key primitives [18, 19, 20]. Many cryptanalysis instances of these chaos-based

proposals followed their publication [8, 21, 17].

Many proposed chaos-based ciphers are dedicated to image encryption [22, 14]. The interest in
chaos-based ciphers dedicated to images is usually motivated by the claim that “images have special
characteristics (e.g., redundancy and high correlation between adjacent pixels) and require special
treatment” [16].

One of the most popular designs of chaos-based image encryption ciphers, which influenced many
image encryption proposals [23], is due to J. Fridrich [24]. Reports of its cryptanalysis are provided

in [25] and more recently in [26]. In addition, many proposals of chaos-based image encryption

systems were suggested [27, 28, 29, 30], and reports of cryptanalysis and indications of flaws were
published [31, 32, 33, 34, 8, 21]. Recently, more proposals were suggested [35, 36, 37, 38], and reports

Reported cryptanalysis and indications of weaknesses in two similar chaos-based image encryption
cryptosystems were provided [47]. Chaos-based image encryption ciphers were reviewed in [22, 48,
49].

The criticism of weak designing (see Section 2.2.2), flawed designing (see Section 2.2.3), and insuffi-
cient evaluation (see Section 2.3) are not absent regarding the chaos-based proposals. Moreover, the

common motivation behind chaos-based image encryption ciphers was depreciated [16].

2.2 Studies on chaos-based cryptography and image encryption
2.2.1 Studies

Many trials to provide “rigorous” studies on chaos-based cryptography in general, and on chaos-
based image encryption in particular, have been published over the last three decades. These studies
covered many aspects of applying chaos theory to cryptography. Examples of the covered aspects
include:

1. The relationship between chaos theory and cryptography [50, 18, 8, 51].
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2. The mathematical and numerical study of chaos theory as a basis for cryptographic applications
[52, 18, 53, 54, 55, 56, 13, 57].

3. The cryptanalysis of chaos-based cryptosystems and the indication of their flaws (see Sections
2.2.2 and 2.2.3, respectively).

4. Guidelines and road maps to build chaos-based cryptosystems (see Section 2.2.4).

In the following, we will consider some of these aspects in more detail.

2.2.2  Cryptanalysis

It was repeatedly indicated that many chaos-based ciphers are very weak [17], and many of the
chaos-based proposals were broken in subsequent publications by attacks that could be extended to
similar proposals [16].

Surveys on the cryptanalysis of some chaos-based cryptosystems were provided in [17, 21, 8, 58]. The
power of algebraic attacks on some chaos-based ciphers was investigated in [17] where the algebraic
weaknesses of these ciphers were indicated. Furthermore, wider coverage of the cryptanalysis of
chaos-based cryptosystems and review of reported instances was presented in [21, 8, 58] where
some advice to build chaos-based encryption cryptosystems was provided based on these analyses.

In contrast to the analysis of individual ciphers, studies on the security of specific classes of cryp-
tosystems and mechanisms were considered in [59, 44, 45], and the security of permutation-only
cryptosystems was considered in [60, 61, 62].

Insufficient security evaluation of proposed chaos-based cryptosystems in the designing stage is a
basic reason behind the cryptographic weaknesses of these systems (see Section 2.3).

2.2.3 Indication of flaws

In addition to cryptographic weaknesses (see Section 2.2.2), it is noted that some chaos-based cryp-
tosystems are basically flawed [17], and indications of some flaws of these systems or their designing
process are provided in [21, 8, 58, 20]. Here are some of the flaws summarized in [21, 8, 58, 20]:

Lack of details of the system.

The keyspace justification is flawed or absent.

Vagueness of the finite-precision specifications.

Highly complex or ad hoc designs.

The encryption procedure is non-invertible.

Low efficient cryptosystems or lack of efficiency analysis.

The cryptosystem’s efficiency is dependent on the key’s value.
Dynamical degradation of chaotic systems.

Dependency on statistical tests.

WA WWN

In the more recent investigation [20], the authors revisited flaws that were indicated more than a
decade before and pointed out that recently published work still does not address these flaws.

2.2.4 Guidelines

The indicated flaws and cryptographic weaknesses encouraged some researchers to suggest guide-
lines to remedy them. In chaos-based cryptography literature, there were many trials to draw a
road map or to provide guidelines for building chaos-based cryptosystems. These trials are basically
driven by the indicated weaknesses and flaws in proposed chaos-based cryptosystems (see Sections
222 and 2.23).

Based on the cryptanalysis of many chaos-based proposals, a suggested list of basic requirements
to build cryptosystems based on chaos theory was provided in [8]. Lessons and hints learned from
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the cryptanalysis of chaos-based proposals are listed in [21, 58]. Here are some pieces of advice
delivered in [21, 8, 58]:

1. The cryptosystem should be exhaustively and rigorously defined.

2. The key and the keyspace should be exhaustively and rigorously defined.
3. The cryptosystem’s efficiency should not depend on the key’s value.

4. The cryptosystem should have resistance to classical attacks.

Another list of guidelines and a suggested road map were provided in [63] and [22], respectively,
and some advice is scattered in the literature [16, 47].

2.3 Depreciating of security evaluation of chaos-based cryptosystems

A major obstacle that hampers chaos-based cryptography’s progress, recognition, and application is
its inadequate security evaluation methodologies that are commonly utilized by chaos-based cryp-
tographers. This basic point was indicated repeatedly over the last two decades [@ 51, 22, 20, 17,
13, 63, 16, 46, 64].

The negligence of algebraic properties of chaos-based ciphers in favor of statistical tests was criti-
cized in [17], where the author indicated that the commonly used statistical tests used to manifest
the strength of chaos-based cryptosystems are insufficient and that algebraic weaknesses inherent
in a cipher cannot be hidden by statistics. Moreover, he emphasized how cryptanalysis plays a vital
role in the ciphers’ design process and how this is crucial for chaos-based cryptography to develop
into “a mature field”

Some of the most striking comments on chaos-based cryptography are presented in [46, 16]. The
authors indicated the insufficiency of common tests used in chaos-based image encryption proposals
for “proving” the strength of a cipher. To validate their point, they experimentally showed that even
deliberately chosen insecure ciphers can pass these tests. Moreover, the state of differential and

linear cryptanalysis in some of these proposals was criticized [16].

The insufficiency of statistical tests is well known in cryptography [5]. This is clear from the abstract

of the NIST’s report on its test suite [65], which is popular in the literature of chaos-base cryptog-
raphy. The abstract of [65] reads: “Statistical testing cannot serve as a substitute for cryptanalysis””

Some commentators indicated that insecure or inefficient ciphers based on chaos theory are due to
the designers’ insufficient knowledge of cryptography and state-of-the-art cryptanalysis techniques
[64, 51]. It was noted recently that a perfect blend between chaos theory and cryptography has not

been attained yet [47].

Usually, a chaos-based image encryption proposal is partitioned into three parts: motivation, speci-
fication, and evaluation. However, based on the above, these proposals commonly did not present a
well-established case regarding these three aspects.

3. Chosen-plaintext attack model in some chaos-based proposals

Ciphertext-only, known-plaintext, chosen-plaintext, and chosen-ciphertext attacks mentioned above
are general classifications. Attacks could be classified under one of these four attack models accord-
ing to the type of data required to launch them. Even a brute-force attack could be classified as a
known-plaintext attack [4].

Nowadays, resistance against chosen-plaintext attacks is a basic security requirement for a cipher
[66]. Using a cipher that withstands these attacks is customary even if such attacks are not feasible

in the targeted applications [2].
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Many chaos-based ciphers are reportedly broken using a small number of plaintext-ciphertext pairs
with a small number of operations [21, 8, 58, 17]. Some of these attacks need black plaintext images
among the required data [67, 68]. Then it is used in further analysis to get the key or to crack other
ciphertexts. The choice of a black image usually simplifies the analysis by reducing the number of
variables.

Some authors considered the ability to withstand chosen-plaintext attacks to be the ability of a cipher
to turn a black image and white image into an image of a noise-like appearance and take this as a
test of the cipher’s ability to withstand these attacks [69]. They may also add the ability to do the
same to a gray image. The noise-like appearance is examined using either histograms or some other
statistical tests [70]. For example, they consider that the cipher successfully passes the test if the
ciphertexts of the three images have uniform histograms [69]. By passing this test, their ciphers are

claimed to be able to withstand chosen-plaintext attacks.

The described methodology is an inadequate test. The chosen-plaintext attack model is a scenario in
which an attacker can encrypt plaintexts of his choice for further analysis to undermine the cipher’s
security. Testing the robustness against this attack model cannot be manifested merely by checking
the ability of a cipher to convert plaintexts into noise-like ciphertexts. Moreover, even a simple
linear cipher could generate ciphertexts that have a noise-like appearance while being vulnerable to
chosen-plaintext attacks.

As a simple illustration of the unsuitability of the suggested test, we consider the Linear Congruential
Generator (LCG). It is known to be cryptographically insecure against chosen-plaintext attacks and
not recommended for cryptographic applications [3, 16, 2, 5]. However, it can turn the three images
into noise-like images with uniform histograms as shown in Figure 4.

In the remainder of this paper, we will illustrate how ciphers could pass the suggested test while still
vulnerable to this attack model. Moreover, we will show that these ciphers are vulnerable to less
demanding known-plaintext attacks because it is apparently tempting to use the suggested test for
this attack model. The essence of these attack models should be clear from the presentation.
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Figure 4. Applying the suggested test to an LCG cipher. For the LCG equation, xi;1 = ax; + b mod m, parameters a, b, and
m are taken to be 294967291, 0, and 4294967291, respectively. The binary extension of each iteration is XORed with four
pixels.

4. LFSR and the suggested test

In this section, we investigate a deliberately insecure cipher to show its ability to pass the suggested
test besides its vulnerabilities.

4.1 LFSR description

A Linear Feedback Shift Register (LFSR) of degree m consists of a series of m flip-flops chained to-
gether as in Figure 5 [66, 3]. The flip-flops Fy,_1, .. ., Fi, Fy save one bit either one or zero, and they are
to be initially filled. An initial fill of the flip-flops and a set of feedback coefficients p,,—1, ..., p1, po
are considered as a key [66]. Each feedback coefficient is set to either 0 or 1 to specify the contribu-
tion of the corresponding flip-flop to the feedback. We will consider feedback coefficients that give
maximum periods. For the case of feedback coefficients that do not give maximum periods, a variant
of the attack described below still applies [66]. Our presentation of LFSRs and the attacks on them

adheres to [3]. o

In each step, the system in Figure 5 transfers from one state to the next as follows:
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1. A collection of bits from the flip-flops, according to the feedback coefficient pp,_1, ..., p1, po, are
XORed together to compute a feedback bit.

2. The bit in F, is taken as an output, and the bits in Fy,_y, ..., F; are shifted to F,,_o, ..., F, respec-
tively, while the feedback bit is fed to F,_;.

Let the flip-flops Fp-1, . . ., Fi, Fy are initially filled with sp,_1, . . ., 1, So, respectively. Then the feed-
back s, is computed as
Sm = Sm-1Pm-1 D+ - - © s1p1 © Sopo,

where @ stands for the bitwise XOR operation. Next, sp.1 is computed as
Sm+1 = SmPm-1 D - -+ ® 201 D S1po-
In general, the feedback s;,, is computed mathematically as

m-1

Sism = @pjshja Si,pj € {0, 1}, i=0,1,2,....

J=0

The ith ciphertext bit y; is computed by XORing the ith plaintext bit x; with the ith keystream bit s;.

Fon-1 s —— P R R P i 51,50

Figure 5. General linear feedback shift register [3].

4.2 Attacking LFSRs

LFSRs could produce streams with good statistical properties. However, a single LFSR cannot provide
a strong stream cipher. A known-plaintext attack on LFSR could be launched as follows to get the
key [66, 3]:

1. Let the attacker know the first 2m bits from the plaintext xp, x1, . .., x2,;-1. Hence, the attacker
can compute the first 2m bits from the keystream by

Si=xi®y;, i=0,1,2,...,2m-1.

2. Now, the attacker has the first 2m bits from the keystream. Using this information, the following
linear system can be constructed:

Sm =Pm-1Sm-1 D - - - @ p151 ® PoSo,
Sm+1 =Pm-15m @ -+ - @ P12 @ Pos1,

S2m-1 =Pm-152m-2 @ *** © P1Sm ® PoSm-1-

3. The linear system in equation (2) can be solved efficiently for py, 1,. .., p1, po.
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Hence, the cipher is vulnerable to a known-plaintext attack. This attack implies the cipher’s vulner-
ability to chosen-plaintext attacks. In particular, we could get the required bits from the keystream
by encrypting a string of 2m bits of zeros.

The initial fill may be considered as a public initialization vector (IV) and be discarded from keystreams.
The inclusion of an IV resembles modern synchronous stream ciphers. This alters the generated bits
with the same key for different IV values. However, essentially the same attacks described above
still apply.

200 | | 200 | | 200 | |
100 | | 100 | | 100 | |
0 | 0 | 0 |

0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

Figure 6. Applying the suggested test to a single LFSR cipher. The LFSR consisted of 21 flip-flops with py0, ps3, and py are set
to 1, while p; = 0 for the rest.

4.3 Passing the suggested test

As an illustration, we will use a specific LFSR to encrypt a white image, a gray image, and a black
image. Then we will show that it can pass the suggested test, besides its weakness against chosen-
plaintext attacks. Starting with three images, black, white, and gray, in the first row of Figure 6, we
encrypt them using a single LFSR to get their ciphertexts in the second row, then the histograms
of these ciphertexts are computed in the third row. As it is clear from Figure 6, the cipher turns
the three images into noise-like images with uniform histograms. Thus, according to the suggested
test, a single LFSR can withstand chosen-plaintext attacks. However, as indicated above, LFSRs are
vulnerable to this attack model. Hence, the suggested test is not adequate to prove the ability of a
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cipher to withstand this attack model. The same applies to the known-plaintext attack model.

5. A chaos-based image encryption cipher and the suggested test

In this section, we investigate a cipher from the literature of chaos-based cryptography to show its
ability to pass the suggested test besides its vulnerabilities. However, due to the indicated flawed
and vague formation [17, 13] (see Section 2), it could be problematic to consider these systems.

5.1 The cipher specifications
The cryptosystem proposed in [71] is based on the chaotic tent map defined by

X, for x; <1,
Xirg = HXi ! 21 for i=0,1,2,..., (3)
w1 -x), for x>

2

where x; € [0, 1] is the ith element in the sequence, x; is an initial condition, and p € [0, 2] is a con-
trol parameter. For confidence, we will consider applying the cipher to grayscale images, however,
working with color images is a direct tripling of the work.

The encryption process in [71] is described by the following algorithm:

1. Read the plaintext image.

2. Input the secret key x. Iterate the tent map in equation (3) N times, where N is the number of
the plaintext’s pixels.

3. Encrypt each pixel of the original image using the corresponding tent map’s iteration.

4. The resulting image in the previous step is the ciphertext.

The encryption step interpretation is similar to that in [72]: the pixels are XORed with the result of

[x; X 10%] mod 256, for i=1,2,...,N.

Figure 7 shows a flowchart of the chaos-based cipher under study. We implemented this cipher in
Matlab with double precision representation of floating-point numbers.

5.2 Passing the suggested test
As another illustration, we will apply the suggested test to the chaos-based cipher in [71]. Starting

with three images, black, white, and gray, in the first row of Figure 8, we encrypt them using the
chaos-based cipher to get their ciphertexts in the second row, then the histograms of these cipher-
texts are computed in the third row. As it is clear from Figure 8, the cipher turns the three images
into noise-like images with uniform histograms. Thus, according to the suggested test, the cipher
in [71] can withstand chosen-plaintext attacks. However, in the following, we will show that the

cipher is vulnerable to this attack model and to the known-plaintext attack model.

5.3 Attacking the chaos-based image encryption cipher

This section will apply attacks from two attack models to the chaos-based image encryption ci-
pher. We will illustrate the vulnerability of this cipher against a chosen-plaintext attack and to a
less demanding known-plaintext attack. A chosen-plaintext attack on the chaos-based cipher was
performed in [72], and some general comments on its cryptanalysis were given in [73]. For the fol-
lowing attacks, we will name the key k and associate it with the array K, which is the whole stream
of bits XORed with the plaintext. The goal of each attack is to obtain data equivalent to the key.
This data could be used to decrypt other ciphertexts encrypted by the same key k, and the cipher is
considered broken.
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Get plaintext (image)

Input secret key Pramaters
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Encrypted image

Figure 7. The encryption process of the chaos-based cipher [71].

5.3.1 Chosen-plaintext attack

As a first attack, we will present a chosen-plaintext attack. The attack presented here appeared in
[B] In this attack, we consider a black image B, i.e., an image of all zeros. After the plaintext is
encrypted, we get

C=BoK,

where C is the ciphertext of B. By canceling B, we get K = C, which can be used to decrypt other
ciphertext C’ to get its plaintext P’ by
PP=C@a®K. (4)

A simulation of this attack is summarized in Figure 9. The first row contains a plaintext (cameraman
image), Figure 9 (a), and its encryption, Figure 9 (b). The second row contains a chosen plaintext
(black image), Figure 9 (c), and its encryption, Figure 9 (d). The recovered image (cameraman image)

is obtained in Figure 9 (e).

5.3.2 Known-plaintext attack

As a second attack, we will present a known-plaintext attack. The vulnerability of the chaos-based
cipher to the known-plaintext attack model was indicated in [73]. In this attack, we use known

plaintext-ciphertext pair P and C. The ciphertext is computed as
C=P&®K.

Then, because the plaintext P is known, the array K could be computed by bitwise XORing P with
the two sides of the above equation to give K = C® P, which can be used to decrypt other ciphertexts
according to equation (4).

A simulation of this attack is summarized in Figure 10. The first row contains a plaintext (cameraman

image), Figure 10 (a), and its encryption, Figure 10 (b). The second row contains a known plaintext
(pepper image), Figure 10 (c), and its encryption, Figure 10 (d). The bitwise XORing of the two
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Figure 8. Applying the suggested test to the chaos-based cipher. p is taken to be 1.999999.

ciphertexts is shown in Figure 10 (e), and the recovered image (cameraman image) is obtained in
Figure 10 (f).

Therefore, the cipher in [71] is vulnerable to chosen-plaintext attacks and known-plaintext attacks
while being able to pass the suggested test, which indicates the inadequacy of this test to evaluate
the ability of a cipher to withstand these attack models.
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Figure 9. Chosen-plaintext attack on the chaos-based cipher.
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Figure 10. Known-plaintext attack on the chaos-based cipher.

6. Conclusion

Cryptanalysis is an integrated and essential part of designing ciphers. In this paper, we investigated
a newly suggested test in the literature of chaos-based cryptography. We pointed out the inaccu-
racies in the investigated test. Finally, we illustrated the inadequacy of this test for its intended
measurements by showing ciphers that do not fulfill the measured attribute while passing this test.
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Consequently, the designers are encouraged to stop using this test and deploy well-established crypt-
analysis techniques.

Open data statement

To replicate the experiments, a black, white, and gray image could be created using Matlab, and the
demo images in Matlab, which include the cameraman and pepper images, could be utilized.
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